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Authentication Techniques in 5G Network Slicing Security:
A Survey

Abstract:

Emerging network slicing technology is a key feature of 5G cellular networks.
Network slice and cloud computing provide promising solutions in 5G
architecture. Network Slicing Security (NSS) is also important in 5G research.
The emerging environment is a fertile breeding ground for the attacker.
This study discusses authentication techniques in fifth-generation networks,
as the authentication process is the first wall of defense against various
network attacks. Meanwhile, techniques and algorithms are important in
achieving confidentiality, integrity, and availability while maintaining speed
and accuracy. The diversity and multiplicity of devices, in addition to the
movement between slices and operators, make the authentication process
extremely important. This article presents and explains the main issues related
to network segment threats and attacks, highlighting the authentication
techniques used in NS. The authentication process mainly focuses on the
use of encryption and digital signature technology, either implicitly within the
devices or directly when connecting to the network.

Keywords: 5" generation networks (5G), network slicing (NS), NS security,
data encryption, hashing functions, convolutional neural network.
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1. Introduction

5G is an advanced generation of wireless technologies that is also
revolutionizing network service architecture. Network slicing is one of the
key technologies that distinguishes 5G networks from 4G networks, where
the slice itself forms a logical private network. 5G wireless networks support
billions of devices that will be connected to the Internet by the end of 2025,
based on the expectation that more than 50 billion devices will use cellular
network services [1]. It would increase a large amount of data traffic.

Attackers and impersonators take advantage of loopholes and vulnerabilities
in any system to illegally access data and information. They have many tools
and means to make the victim fall into their nets. They even develop and take
care of it continuously. The diversity of loT devices, the number of users, as
well as the amount of data circulating within the network, pose an opportunity
for hackers and impersonators to illegally access data and information [2].

The global annual cost of cybercrime is expected to reach US$9.5 trillion
in 2024. Compounding this is the rising cost of damage from cybercrime,
which is expected to reach US$10.5 trillion by 2025 [3]. In 2023, 81% of
organizations were exposed to ransomware attacks, and 48% of them paid
the ransom [4].

The 5G network and network slice support for many new trends, loT, and
smart cities resulting in the re-authentication process constitutes another
opportunity for the attacker to enter the network. All of this causes delays in
the authentication process due to the large amount of movement that occurs
when traveling from one place to another. Most of these mentioned factors
are achieved in the 5G network, especially in network slicing. Because the
authentication process is the first opportunity for an attacker to access data

[5].

This study sheds light on authentication techniques related to slicing 5G
networks. By presenting an introduction to the importance and contributions
of fifth-generation networks. The role of network slicing in supporting many
cases and applications. Attacks and threats related to NS security. At the
same time, it presents the most important studies related to authentication,
as well as the techniques used in NS.
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The remainder of this paper’s organization begins with the background of
NS in Section Il, the main attacks of NS in Section lll, and NS authentication
and techniques in Sections IV and V, in connection. The last, section six, is a
conclusion of the results of this study.

2. Network Slicing

Network Slicing (NS) is a key concept in 5G networks that allows the creation
of multiple virtual networks on a shared physical infrastructure. It enables
the customization and optimization of network resources to meet the specific
requirements of different use cases, applications, or industries [6].

In NS, the 5G infrastructure has been divided into independent and logically
isolated virtual networks, referred to as NS. Each NS is dedicated to a particular
use case or application; it is tailored to provide the required performance,
capacity, latency, security, and Quality of service (QoS) characteristics [7]. The
distinction between a standard network and a network sliced is illustrated in
Figure 1.
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Figure 1: Sliced Network Vs Unsliced Network [8]

Intra-network slicing refers to moving between different slices within a
single network operator’s infrastructure. Which makes the user need to
re-authenticate with the slice to ensure that the resource is used by authorized
parties [9].

Inter-network slicing refers to cooperation and coordination between multiple
network operators to provide comprehensive services across different network
domains. To ensure services progress smoothly across diverse environments.
This makes the user need to re-authenticate when moving from one operator
to another [10].
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Authentication in 5G NS refers to the process of verifying the identities of
entities involved in NS and ensuring secure access to the network resources
and services within aslice. It plays a crucial role in establishing trust, preventing
unauthorized access, and maintaining the integrity and confidentiality of the
NS. There are many key aspects of authentication in 5G NS such as subscriber
authentication, device authentication, mutual authentication, authentication
protocols, key management, access control, and continuous authentication.

The authentication process varies depending on the NS, the services they
provide, and the devices that support them, NS supports many services and
technologies.

3. 5G Network Slice Security

NS in 5G networks intfroduces new attack surfaces and potential vulnerabilities
that adversaries may target. This shows that the secure authentication process
is a barrier against many attacks. Here are some examples of attacks that
might directed against NS:

A. Slice Hijacking

Adversaries may attempt to hijack or take control of an NS, gaining
unauthorized control over its resources and operations. This can enable
them to manipulate or disrupt the services provided by the slice or launch
further attacks within the compromised slice [1] [10].

B. Cross-Slice Interference

Attacks can be directed towards causing interference or disruption between
different network slices. This interference can impact the performance,
reliability, or QoS of multiple slices, affecting the services and applications
they support [11] [12].

C. Unauthorized Slice Creation or Modification

Attackers may try to create or modify NS without proper authorization. This
can lead to unauthorized access to resources, misconfiguration of slice
parameters, or the intfroduction of malicious slices that can compromise the
overall network infrastructure [13] [14].

D. Slice Denial of Service (SDoS)

Adversaries may launch denial-of-service attacks specifically targeting NS.
By overwhelming a slice with excessive traffic or requests, they can disrupt the
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services provided by that slice, impacting the applications and users relying
on it [15][16].

E. Slice Traffic Interception or Manipulation

Attackers may attempt to intercept or manipulate the traffic flowing within
an NS. This can lead to the unauthorized access, modification, or theft of
sensitive data, compromising the integrity and confidentiality of the slice’s
operations.

F. Virtualized Infrastructure Attacks

NS relies on virtualized infrastructure components, such as virtual machines
(VM), SDN, and virtual network functions (VNF). Adversaries may exploit
vulnerabilities in these virtualized components to gain unauthorized access,
control, or disrupt the network slices [17]. To mitigate these attacks, network
operators and service providers need to implement robust security measures
and best practices. This includes strong access controls, encryption, traffic
monitoring, intrusion detection and prevention systems, security audits, and
regular patching and updates of the network infrastructure. Additionally,
strong authentication and authorization mechanisms should be enforced to
ensure proper access to network slices, and security monitoring should be in
place to detect and respond to potential attacks promptly [18].

4. Authentication in 5G Network Slicing

Authentication in 5G NS refers to the process of verifying the identities of
entities involved in NS and ensuring secure access to the network resources
and services within aslice. It plays a crucial role in establishing trust, preventing
unauthorized access, and maintaining the integrity and confidentiality of the
NS. There are many key aspects of authentication in 5G NS such as subscriber
authentication, device authentication, mutual authentication, authentication
protocols, key management, access control, and continuous authentication.
Subscriber authentication ensures that only authorized individuals or devices
can connect to a specific slice. This authentication is typically performed using
credentials, such as usernames, passwords, or digital certificates, which are
validated by the network infrastructure.

Third-party service providers can rent slices within the 5G network with the
use of NS. Additionally, Service Level Agreements (SLA) about metrics like
service quality and data bandwidth could be made with operators. The main
security concern, according to [19]. How to manage access authentication
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and approval for a specific NS is described in [15]. In the context of the
Internet of Things, [20] presented a service-oriented authentication system
enabling network-slicing loT.

During the registration process, this framework enables users to obtain
anonymous authentication tickets that have been approved by operators
and loT servers (ISV). These anonymous authentication tickets could be
used for ISV authentication when users make service requests. Although a
network-slicing authentication system was proposed in this study, the inter-
slice handover was not taken into account. The authentication phase had
a substantial overhead because it required users to send tickets to the ISV
for approval during the authentication phase and because this framework
adopted the bilinear pairing cryptology primitive. For instance, processing
handover authentication on the user side would cost 332.544 milliseconds,
which did not meet the requirement for a real-time service.

The ticket in [21] was not a feature that was available to all users because
only an abstract ISV authentication server was created for this model, which
failed to account for the adoption of multiple ISV servers in the configuration
of network segments. As a result, a separate mechanism was needed to
complete inter-slice handover authentication. Additionally, a novel re-
encrypted strategy based on agencies was suggested by [22]. to achieve
secure collaboration among Network Slice Components [15][18]. (NSCs).
This method offers anonymous services for NSC groups under the Service
Provider by utilizing bilinear properties on the elliptic curve (SP).

According to the protocols proposed by [15][23]. (2015), NSCs working under
different SPs are unable to distinguish between the identities of SPs, which
may lead to slice isolation. [24]. [25] proposed an authentication mechanism
called 5G-Slice Specific Authentication and Access Control (5G-SSAAC),
which could lighten the load on the core network by entrusting the third-party
slice providers with user identity authentication and access control. [23] only
raised a protocol framework without presenting the actual realization of the
protocol. Based on the work of [26]. [25] they [21] developed a new network
function for the 5G Radio Access Network (RAN).

Specifically, they designed the protocols for users to link third-party slices,
forcing the third-party slice providers to choose the appropriate Authentication
and Access Control (AAC) for their security requirements.
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When developing the batch authentication approaches, [27] and [28]. [27]
and [29] concentrated on power injection in the 5G smart grid slice. The
research by [29] and [28] used hash-then-homomorphic technology and
non-certificate aggregate signature technology, respectively. A supplement
was developed by [15]. to aid peer-to-peer users in protecting their anonymity.
[28] proposed a grouping anonymous mutual authentication method of anti-
topological learning attacks during the slice’s formulation stage. Moreover,
a group anonymous one-way authentication method is proposed to protect
users’ service access behavior. Even though all of the aforementioned
authentication strategies were based on network slices, they neglected to
account for the users’ requirement for speedy verification during inter-slice
handover.

Therefore, the prior effort falls short of the requirement for quick inter-
slice handover authentication. Table 1. shows: related studies present the
techniques, objectives, and results that have been reached, which show
continuous attempts to improve the authentication process by reducing the
communication overhead process, which depends mainly on the tools used
in the 5G network.

Table 1: Authentication in 5G Slices

Study Problem Evaluation Shortcoming Finding
Increasing the
load of the The opportunity Decreasing
connectivity in . to overcome
[23] Authentication Open Air Interface the security the load (_)f_fhe
(OAl) . . . connectivity
and Access shortcomings in their rovider’s CN
Control (AAC) AAC mechanisms pro
Increasing the The opportunity
load of the to overcome
[24] connectivity in OAIl the security R'eiulc.is ﬂlqe 'S‘ACn
AAC shortcomings in their stgnaling foad o
AAC mechanisms
This solution
has the largest
communication There has been
Privacy in Inter- Compare with overhead. This a 97.94 percent
[30] Slice Handover ES3 A, CPAL, and is because ring decrease in inter-
Authentication LCCH schemes signatures have slice transfer
been introduced delay.
in the registration
phase.
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Table 1: Continued

L 4 4

Study

Problem

Evaluation

Shortcoming

Finding

[21]

[19]

(28]

(18]

[20]

(31]

the authentication
is decentralized to
the edge clouds
to achieve low
latency

A comprehensive
survey on the
security of 5G
V2X services

Security of
transmitted
information and
users’ privacy
preservation

Ensuring
Availability

legitimate
components

isolation

Security and
privacy (elusive)

Security issues
among the
heterogeneous
systems

Compared with
[20].

Comper with
another scheme

Compare to the
CBAKE protocol

Simulations

Compare with
WLZ, LZT, LHJ,
and ZZW

It is immune to one
attack, replay attacks

Access

authentication and
authorization cached
data confidentiality

when the edge
nodes

Suitable for practical
application in power

injection system

ES3A is less efficient

than YHWD in
communication

overhead on service

authentication
and lowest in
communication
bandwidth on the
credentials and
authentication.

WLZ achieves the

lowest computation

cost because
there is no scalar
multiplication but

only a few bilinear

pairings

Enhance the
computation cost
and the latency

A brief overview
of key challenges
in securing 5G
V2X.

Goals of batch
verification,
anonymity,

nonrepudiation,

and conditional
privacy
preservation.
reduced storage
overhead

Has 9.52% less
computation
overhead and
13.64% less
bandwidth
overhead
preventing
targeted DDoS

Demonstrated
security
and privacy
preservation
and efficiency.
build secure data
channels for the
access of the
service data

Schemes
achieve greater
efficiency and
security. more
efficient on the
computational
overhead
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Table 1: Continued

Study Problem Evaluation Shortcoming Finding
Security and Security and
privacy issues privacy issues
[32] in autonomous in autonomous
vehicle networks vehicle networks
AVNs AVNs
Enhances
readers’
. understanding
[2] Securir\ll'zcond --- -- of specific 5G
P Y application
security risks and
solutions.
Mutually . Perfectly
authenticate and Compare withstand replay
33] ensure the data authentication attacks. So our

confidentiality
and integrity

Despite growing
[34] interest in ECG
authentication

message, session
key, and identity

Compare with 48
patients in the MIT-
BIH database and
90 people in the
ECG ID database

protocol applies
to the WBAN and

mobile networks

Achieved 100%
accuracy when
evaluated with
48 patients in
the MIT-BIH
database and
90 people in
the ECG ID

database.

It appears from Table 2: Most studies deal with the process of preparation,
registration, and authentication, in addition to the process of transferring

within Intra-slice or between Inter-slice service operators.

Table 2: Basic Authentication Operations in Network Slice

No References :::.“Si::i:: Registration  Authentication  Handover I::i:: I::i:c:
1. (23] v v v X X X
2. [24] v v v X X X
3. [30] v v 4 4 \ v
4. [19] v v v X X X
5. [28] v v v X X X
6. [18] v X 4 X \ X
7. [20] v v v X X X
8. [33] v v v X X X
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Table 2: Continued

No References Lr:.iisizlii:: Registration Authentication  Handover I::i:: I::ir::-
9. [34] v v v X X X
10. 135] v v X v X v
11. [15] v v \ v X X
12. 136] v v N v X X
13. [37] v v \ v v \

5. NS Avuthentication Techniques

This section discusses some important techniques that are utilized for
authentication in network slicing security.

A. Blockchain

Blockchain is a technique for storing data that makes it difficult or impossible
for the system to be altered, hacked, or otherwise interfered with. A distributed
ledger known as a blockchain copies and distributes transactions among the
network of computers involved in the blockchain. In an increasingly digital
environment, blockchain technology has several benefits: i) Very Secure ii)
A decentralized system iii) Automation capability blockchain, also known
as distributed ledger technology (DLT), uses a decentralized network and
cryptographic hashing to make the history of any digital asset transparent
and unchangeable. Using blockchain technology for 5G authentication
procedures an immutable distributed ledger is made possible by blockchain
technology. Figure 2 shows a simple structure of Blockchain.

The second version of this technology enables the execution of smart
contracts, which are programmable transactions. Between the Serving
Network (SN) and Home Network (HN), blockchain for 5G authentication
may act as a barrier. By doing this, blockchain can offer a safe conduit for
message exchange. Preventing malicious SNs, which can operate as active
attackers, from accessing the HN, encourages user anonymity and defends
the HN from DoS attacks. Additionally, it offers an auditable, tamper-proof
log of the authentication procedures [38][39]. Every transaction in this ledger
is validated and protected against fraud by the owner’s digital signature,
which also serves to authenticate the transaction. As a result, the data in the
digital ledger is quite safe. Such remote attestation systems are possible to
create using the blockchain as a technology.
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Block 1 Block 2 Block 3 Block 4
Hash: 4D9G Hash: 1D2A Hash: 8F3P Hash: 5P3)
Previous: 0000 Previous: 4D9G Previous: 1D2A Previous: 8F3P

Figure 2: Structure of Blockchain
B. Chameleon Hash

Chameleon Hash is a hash functions that have a trapdoor that enables one
to identify arbitrary collisions within the functions” domain, which are known
as chameleon-hash functions (CHF), or trapdoor-hash functions for short.
On the other hand, as long as the associated trapdoor is unknown, CHF is
collision-resistant [40][41]. A CHF is an extended notion of the hash function,
with the following properties: (i) for each function exists a pair of hashing/
trapdoor keys, (i) anyone who has hashing keys can generate the hash
function, (iii) the owner of the trapdoor keys can find collisions in the domain
of the function. (iv) The function remains collision-resistant for anyone without
trapdoor keys [42].

CHF was introduced by Krawczyk and Rabin, Chameleon-hash functions
have also proven useful in other areas such as Verifiable image revision
[43], Privacy Preservation in E-Governance Systems [40], secure signature
and identity-based encryption [44].

When just the hashing keys of the functions are known, chameleon hash
functions are collision-resistant. Specifically without being aware of the
sensitive information. No one can calculate collisions without knowing the
trapdoor keys, even if he can observe collisions for every given hash function.
[42] The collision resistance hash function CHAM-HASHR, also known as a
trapdoor hash function, has the non-standard property of being collision-
resistant for the signer and collision-traceable for the recipient. Trapdoor
one-way is a necessary component of chameleon hashing. a public key (also
known as a hash key) and private key (also known as a trapdoor key) pair.
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C. Elliptic Curve Cryptography

Elliptic Curve Cryptography (ECC) is a cryptographic approach that utilizes the
mathematical properties of elliptic curves to provide secure communication
and encryption. It is a form of public-key cryptography, where each
participant has a pair of keys: a private key and a corresponding public
key. The security of ECC is based on the difficulty of solving the elliptic curve
discrete logarithm problem (ECDLP), which involves finding the private key
given the public key. The underlying mathematics of elliptic curves make this
problem computationally infeasible to solve efficiently [45]. One of the main
advantages of ECC is its ability to provide the same level of security with
smaller key sizes compared to other traditional public key cryptosystems like
RSA. This makes ECC more resource-efficient, as smaller keys require less
computational power and storage capacity. It is particularly advantageous
in constrained environments such as mobile devices and embedded systems
[46][47]. ECC is widely used in various applications, including secure
communication protocols, digital signatures, key exchange protocols, and
secure data transmission.

Many standardized protocols and algorithms, such as those defined by the
National Institute of Standards and Technology (NIST), incorporate ECC.
While ECC offers significant benefits, it is important to ensure the proper
selection of elliptic curves and the implementation of secure protocols to
maintain its security [48]. Ongoing research and analysis are necessary to
identify any potential vulnerabilities and to keep ECC algorithms secure.
In the end, ECC is a powerful cryptographic technique that leverages
the mathematical properties of elliptic curves. Its smaller key sizes and
resource efficiency make it a popular choice for secure communication and
encryption in various applications, providing strong security while conserving
computational resources.

Table 3 shows the most important technologies used in the authentication
process in network slice, as these technologies affect the devices connected
to the network.
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Table 3: Important Technologies Used in the Authentication Process in
Network Slice

Study Problem

Techniques

(23] Increasing the load of the
connectivity in Authentication
and Access Control (AAC)

[24] Increasing the load of the
connectivity in AAC

[30] Privacy in Inter-Slice Handover
Authentication

[27] the authentication is
decentralized to the edge clouds
to achieve low latency

[19] A comprehensive survey on the
security of 5G V2X services
[28] Security of transmitted

information and users’ privacy
preservation

[18] Ensuring Availability legitimate
components isolation

[20] Security and privacy (elusive)

[31] Security issues among the

heterogeneous systems

[32] Security and privacy issues in
autonomous vehicle networks
AVNs

[2] Security and privacy

[33] Mutually authenticate and ensure
the data confidentiality and
integrity

[34] Despite growing interest in ECG
authentication

Actual RAN, with the OAI

Actual RAN, with the OAIl

Chameleon hashing, ring
signature, and blockchain
technologies Simulation framework

Elliptic curve encryption one-way
hashing

Certificateless aggregate signature
(CL-AS) algorithm

Proxy re-encryption on elliptic curve

Hash and encryption /decryption
algorithms

Bilinear Pairings

Hash-then-homomorphic technique
and the Paillier Cryptosystem

Present a use case of access control
and make conclusions

Lippold model
Simulation

The convolutional Neural Network
(RDSCNN) algorithm was used for
the classification

6. Conclusion

4

The 5G network is a new generation that has many features and services.
It is also vulnerable to many threats and attacks of various kinds. One of
the services provided by 5G networks is slicing networks into many virtual
networks. Network slicing authentication is a very important topic of discussion
and explanation regarding promising 5G services and products. This study
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has demonstrated the concept of network anatomy, in terms of NS function
and NS types. Then the most important security threats and challenges facing
this field were explained. Attacks such as chip hijacking and authentication
fraud, as well as many others, have been reported.

Next, this survey discussed the most important studies related to authentication
and the techniques that have been exploited to avoid some security problems
in NS. It highlighted technologies such as Blockchain for secure data

management and modern encryption methods. This study aimed to review
the most important techniques and tools used in authentication that provide
protection and privacy to NS. Which contributes to improving many of the
services provided by network slicing.
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